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Configuring the Enterasys V2H124-24P Switch to provide
Power over Ethernet (PoE) for Avaya IP Telephones and
Avaya Wireless Access Points - Issue 1.0

Abstract

These Application Notes describe how to configure the Enterasys V2H124-24P Switch to
provide in-line power for Avaya IP Telephones and Avaya Wireless Access Points. The
various Avaya powering arrangements are shown and the administration commands for
displaying and controlling the powering status of the switch ports are shown.
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1. Introduction

Power over Ethernet (PoE) allows a switch to supply power to a network device within the same
CAT-5 cable that carries the Ethernet signaling. This simplifies network installation and
powering design, removing the need for a separate power supply for each IP telephone. IEEE
802.3af defines a standard protocol to be used by powering and powered devices. Avaya 4600
Series IP Telephones and Avaya wireless LAN Access Point products can be powered in this
way by 802.3af compliant powering devices.

The Avaya product configurations addressed by these Application Notes are shown in Figure 1.

The powering tests included verification of the following after the product was connected to the
switch:

e Successful boot operation.

e For IP telephones, successful registration with an Avaya IP Office [P406v2 or Avaya
S8300 Media Server with G350 Media Gateway and completion of a test call.

e For wireless LAN access points, successful registration of a wireless laptop and use of
the administration web interface for the access point from the laptop.
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Figure 1: Enterasys Power over Ethernet (PoE) Switch Configuration
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2. Equipment and Software Validated

Avaya IP Telephone model numbers and firmware versions can be obtained via the following
keypad sequence:

Press Hold VI E W #

Press * until the model number appears.

Press * until the “.bin” file name appears, which contains the version.
Press # to exit.

The following equipment and software were used for the sample configuration provided:

Equipment Firmware
Avaya IP Office [P406v2 3.0(40)
Avaya Communication Manager S8300 Media Server with G350 2.2

Media Gateway (R012x.02.0.111.4)
Avaya 4601 IP Telephone 2.1

Avaya 4602 IP Telephone 1.8

Avaya 4602SW IP Telephone 1.8

Avaya 4606 IP Telephone (Gen-2) 1.8

Avaya 4610 SW IP Telephone 2.1

Avaya 4612 IP Telephone (Gen-2) 1.8

Avaya 4620 IP Telephone with EU24 Button Expansion Module 2.1

Avaya 4620SW IP Telephone with EU24 Button Expansion Module | 2.1
Avaya 5620SW IP Telephone with EU24 Button Expansion Module | 2.1
Avaya 4624 IP Telephone (Gen-1) (with Avaya 30A Ethernet Switch | 1.8
Base.

Avaya 4624 IP Telephone (Gen-2) 1.8
Avaya 4630SW IP Screenphone 2.1
Avaya AP-4/5/6 Access Point 3.04
Avaya AP-8 Access Point 2.6.0
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3. Configure Inline Power on the Enterasys V2H124-24P

The configuration steps given assume an Avaya I[P Office based configuration, but can easily be
applied to an Avaya Communication Manager based configuration. These instructions also
assume that the Enterasys switch has a management IP address configured and is otherwise at
default settings.

Step 1: Open the browser interface to the Enterasys V2H-124-24P.

Step 2: Configure Power Parameters

Step 2(a): Select POE->Power Port Config from the menu. Since all of the endpoints used
here draw much less than the default 15.4 watts, and most draw less than 6 watts, the
default Power Port configuration of 15.4 Watts per endpoint was accepted, allowing
the most flexibility for how ports are used.

Apply this setting if any changes were made.

l—l Iresligeneswirehl 11 - W T T Unit: IE
[ m] S VNS VS VewwWsw - Maode: | Active b2

| I I - Link Up I Link Down

3 Home Power Port Configuration
[ System
L3 sNTP
3 sHMP :
- . L. Power Allocation
gge;mty Port|Admin Status| Priority (300015400 milliwatts)
+ Q]
(2 Enterasys 1| FEnabled [[low =] [15400
B PeE 2 | WEnabled [low =]| 15400
R @ power status
B power config 3 | ®Enabled [low =] [15400
- B power port status 4 | MEnabled [[low x| [15400
" Bl power port config
& D Address Teble 5 | ®Enabled [low =] [15400
[:I Spanning Tree & V¥ Enabled ||DW j |154DD
VLAY
Q2 Proriy 7 | WEnabled [low x| [15400
CITGMP Snooping 8 | ¥ Enabled [low =] [15400
@O DS 9 | WEnabled [low =|  [154m0 |
10 | MEnabled [[low =] [15400
11| MEnabled [[low =] [15400
12 | MEnabled [[low =] [15400
13| MEnabled [[low =] [15400
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Step 3: Configure VLANs
The following steps describe the VLAN configuration, assuming the use of separate
Voice and Data VLANs and DHCP to provide IP Phone set configuration.

Step 3(a): Select VLAN—-2>802.1Q VLAN ->Static List and, for each VLAN to be used
configure the New: table with a VLAN ID and a VLAN Name and check the
Enabled box. Click “<<Add” to enable it on the system. In this configuration, VLAN
1 was the data subnet and VLAN 42 was the voice subnet.

[T gl |y e oy ol | unit: [1=]

[omERasys | AIEEEESSSTSYETEEE e ey —
| "‘ml B -tinkup - Link Down

‘A Home VLAN Static List

[:I System

@0 SNTP

D SN—I"{_P Current: New:

B0 Security 1. Defaultvlan, Enabled =

@ Port 2. acmdiitvian, Enablad <cadd | VLANID (1-4093)]

(O Enterasys 10, nortel, Disabled VLA Name |

@ PeE 20, vlan20, Enablad m

3 Address Table 42,vlan42.Enabled x| Status I™ Enabled

3 Spanning Tree

B VLAN

| B89 802.1Q VLAN

: ‘B GVEP Status

- B Basic Information
B Current Table
B Static List
B Static Table
- B Static Membership by Port
- B Port Configuration
: - B Trunk Cenfiguration
(3 Priority
[ IGMP Snooping
DS
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Step 3(b):

Select VLAN->802.1Q VLAN->Static Table. Select the IP Phone port default

VLAN: 1 in the VLAN drop-down box. For each IP Phone port in the table, select
Untagged. For the IP Office port, select none. Ensure that the port settings are
appropriate for the other data devices that will use this VLAN, including the router
and the DHCP server, if they are on this VLAN. No more than one untagged VLAN

should be assigned to any single port.

Apply this setting.

Select VLAN 42 (this configuration’s Voice VLAN). Set the Avaya IP Office port
value to Untagged. Set all IP Phone ports and the router port value to Tagged. The
Access Point port was set to Untagged in this configuration, but a Tagged interface is
also supported if the Access Point is also set to use VLAN tagging.

Apply this setting.
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Step 3(c): Select VLAN—-2>802.1Q VLAN->Port Configuration. Set the IP Office port PVID
to 42 (the “voice” VLAN). For other ports, set the PVID to 1. Otherwise, the default
settings, including Acceptable Frame Type: All and Mode: Hybrid are acceptable.

Apply this setting.

I I=iedigart Sonich '| ..... I_I_l__l _I
P-Linkup |- Link Down
[

j_} | Unit: |1 =
= Mudtm

i Home VLAN Port Configuration
B 2 System
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o Py | Acceptable | Ingress GVRP | TimeriCenti | Timer{Centi | Timer{Centi
H '__"'I'P‘art Fort Frame Type | Filtering | Status | Seconds)(20- | Seconds)(50- | Seconds)(500- Mode 1
B 1 Enterasys
SEIPE 1000) 3000 18000
Q.
B0 Address Tabe 1 [« ALL =] | [T Enabled | P Enabled| |20 [0 [1000 [Hybid =]
B3 Spanming Tree 2 = [ALL =] | I Enabled | Enabled| [20 [60 [1000 [Hytric =]
B3 VLA [ [ [
seas0z1gvLaw | | 3 € [all =] | T Enabled | W Enabled| [0 [0 (1000 [Hubric =]
FEGVER Stats | | 4 i AL =| | I Eaabled | ™ Enabled| 20 [0 [1000 [Hotrid =]
i+ E] Bagc Infi T
% :“m T"ﬁ:‘“ 5 i [sl =] | T Enabled | ¥ Enabled| [0 [60 [10oa [Hybrid =]
- B Static List & [l =] | I Enabled | @ Enabled|  [20 [0 {1000 [Hubrid =]
i+ B Static Takl -
3 Srane M el | 7T ALL =] | Ensbled | @ Enabled|  [20 5 [0 [Fhbid =]
i Bl Port Configura| | 2 |0 [ALL =] | I Enabled | Erabled| [20 [60 [1000 [Hybricd =]
- -5 Er“‘“k Conigit| g 7| [ALL =] | T Ensbled | ¥ Eaabled| |20 [60 1000 | Hytid =]
B 2 TGP Snooping 10 |1 ALL  =| | " Enabled | ¥ Enabled| [20 ] [1o00 [ Heharic ﬂ_
BEDNS i [AlL =] | M Enabled | B Eoabled|  [20 |60 [1000 [Hytrid =]
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Step 4: Configure Port Priority.
The intention of this section is to configure the switch such that, if there is congestion
for egress bandwidth, the voice traffic will get priority. Data and other untagged traffic is
given a default priority of 0. Voice traffic will be marked with a priority 6 tag that is
administered in the IP Phones via the DHCP/TFTP process and will override the default
port setting.

Configuration screens that are not shown can be assumed to be default. For example,
priority traffic was configured to be served from Queue 3, which was set to be served
first via strict priority for egress.

Step 4(a): Select Priority>Default Port Priority and ensure that the IP Office port will be
marked with priority 6 and the other ports with a priority of 0.

Apply this setting.

a http://192.16.20.201; - Microsoft Internet Explorer

File Edit ‘iew Favorites Tools Help
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4. Notes on DHCP/TFTP Server and IP Office Configuration

These Application Notes will only provide high level guidance related to configuration beyond
the Enterasys switch as this information has been covered in existing Avaya documentation.

In particular, the 4600 Series IP Telephone LAN Administrator’s Guide [AV-LANADmin],
listed in the reference section of this document, describes the setup. Some key points are:

e Assuming a separate voice/data VLAN configuration as shown in these Application
Notes, the [P Telephones, after a reset will contact the DHCP server on the default
VLAN and then, after being assigned to the Voice VLAN by the DHCP response, will
reinitiate the DHCP process with the new “Voice” VLAN tag on the new subnet.

¢ In this configuration, there is one DHCP server serving multiple subnets. This is done by
configuring the router to “relay” DHCP requests from different subnets to the DHCP
server. An example of a configuration that does this is given in [AV-DHCP].

e The Auto-create Extn Enable option in the IP Office System—>Gatekeeper tab should
be disabled. Otherwise, if enabled, the IP Office will automatically create a User and
Extension entry for any IP Phone registering with a previously unknown extension. User
keypad errors could cause undesirable dial plan entries.

5. Avaya IP Phone configuration

Once the rest of the configuration is complete, most IP Phone configuration is automatic. Set the
IP Phone to default values, by pressing:

Hold, RESET#
Enter the Extension and Password when prompted.

Alternatively, the IP Phones can be statically assigned VLANSs and IP addresses using the Phone
keypad by pressing Hold, A D D R # and setting the entries to the desired values.

IP Phone settings can be reviewed on the large display sets (e.g., the 4620SW), by pressing
Options, followed by View IP Settings.

The 4610SW settings can be viewed by selecting:
Hold, A D D R # and then pressing # to scroll through each setting.
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6. Avaya Wireless LAN Access Point Configuration

The Avaya AP-4/5/6 and AP-8 Wireless LAN Access Points accept power over Ethernet with
default settings. VLAN operation is enabled via the Configure—>SSID/VLAN/Security
tab->Mgmt VLAN tab. Sclect Enable VLAN protocol and leave the VLAN Management
setting as untagged. Select OK, and then select Commands and Reboot to reboot the device.

This assumes that the Enterasys port for this device has a PVID value for the VLAN that the

Access Point Management IP address is on. Then, using the Wireless-A or Wireless-B tabs, a
different VLAN Id can be assigned to each SSID as needed.

7. Verification Steps

e Use the icon on the top of the Enterasys Web page to confirm link up for each active port:

[ T gl ey e e iy ey ol unit: [1x]
tade: |»'3~|:1ive j

L TPEEEY PePREEw -
U -Link Up - Link Down

e Seclect Port->Port Information to see the Speed and Duplex Status of a port. As
shown, ports 1 and 5 have been plugged into the Hub of an [P403 and so display the
correct 100 Mb/s, half duplex state.

Home Port Information
System
§m Admin | Oper | P**d g Control Trunk
Security Port| Name Type Status | Status IS)?:::: Status Autonegotiation Member
B8 Port 1008
{1 Port Information 1 n?se- Enabled | Tp 100half None Enabled
Trunk Information
Port Configuration 2 100Base- | ¢ obied | Up 100full Mone Enabled
Trunk Configuration TX
EﬁMembersmp 3 10%?53' Enabled | Up 100full Mone Enabled
Broadcast Control 100B ase
Mitror Port Configuration 4 T Enabled | Down 100fll None Enabled
Rate Limit 100Base
FPort Statistics ] T Enabled Tp 100half Hone Enabled
Enterasys 1008
PoE 6 T;se— Enabled | Down 100fill None Enabled
Address Table
- épgnTTg Tree 7 10[%;‘53' Enabled | Down |  100half Wone Enabled
H
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e Select POE>power port status to verify a non-zero Power Consumption value on
ports that should be drawing power. If not, check that the Admin Status is on and then
that the phone is connected appropriately to the port.

/3 http://192.16.20.201/ - Microsoft Internet Explorer =lElx]
File Edit Vew Favorites Tools Help |
Address [&] hitp:/f192.16.20,201] x| @eo | Links >
|—| te L iy |y oy oy o Unit: IE[
[m] bl L L L S e Mode:m
| “‘ml J-tinkup  [ll- Link Down
P ;I
23 Home ower Port Status
(3 System
O syTP
1 SHIE Admin Power Power
(0 Security Port Status MMode| Allocation Consumption  |Priority
OPort (milliwatts) (milliwatts)
[ Enterasys 1 Enabled off 15400 0 low
B PoE 2 | Enabled | off 15400 0 low
: g D zf;uﬁz 3 | Enabled | off 15400 0 low
- B power pott status 4 Enabled off 15400 0 low
. @ power pott config 5 Enabled off 15400 0 low
O Address Table 6 Enabled off 15400 0 lowr
g ipliﬂng Tree 7 | Enabled | off 15400 0 low
(3 Priotity 2 Enabled off 15400 0 low
CIIGMP Snooping 9 Enabled off 15400 0 low
DS 10 Enabled off 15400 0 low
11 Enahbled off 13400 0 lowr
12 Enabled off 15400 0 low
13 Enabled on 15400 5212 low —
14 Enabled otl 15400 3123 low
15 Enabled off 15400 0 lowr
16 Enabled on 15400 6987 low
l | O [17 | Enabled | on 15400 3123 low
Apply | Pevert | Helo| | [18 | Enabled | on 15400 3276 low =l
@ R T —
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e Spanning Tree is enabled by default and is recommended to prevent accidental network
loops that can otherwise wreak havoc on a layer 2 network. The figure below shows the
output when ports 1 and 5 have been plugged into the IP406v2 LAN switch interface for
redundancy. Via the Spanning Tree protocol, the Enterasys switch sets one of the ports
into the Discarding state, thus preventing a loop as shown by selecting Spanning
Tree>STA->Port Configuration.

Inteligent Switch | Lnit: I‘] vl

ENTERASYS - Mode: I Acti ,l

o= ) B-tiokup - Link Down et
3 Home STA Port Configuration
(3 System
(3 SNTP
3 s1p .
: ! .. Admin Edge
3 Security . Priority Path Cost A
2 Port Port| SPAMING grs Srate|  (0-240), in (1- Adrain Link Port 4 figration|Trunk
(3 Enterasys Tree steps of 16 | 200000000) Type (Fast
CIPGE Forwarding)
B0 Address Table 1 | ¥ Enabled [Forwarding | [128 |z00000 | Auto || WEnabled | Enabled
E'aépamﬁng Tree 2 | P Enabled Forwarding | [128 |z00000 | Auta || W Enabled | Enabled
| BEsTA
L) Tnformation 3 | ¥ Enabled [Forwarding | [128 |zoo000 | Auto ~|| M Enabled | Enabled
L B Configuration 4 | W Enabled |Discarding |128 |2EIEI[IEIEI |Aut0 j ¥ Enabled |l Enabled
N Port Inf: i

o % T;r;ﬂ{ Ir?fr;nrrsr?;lzn 5 | ¥ Enabled |Discarding | [128 jzoo000 | Auta || W Ensbled | Enabled

e To troubleshoot with a sniffer, select Port>Mirror and configure a session to send

traffic (received, transmitted, or both) from a port of interest to a destination port that has
a protocol analyzer plugged in.

I | Unit: I 1 'l
[__mENIBW'I!] hode: IActive 'l
Hone Mirror Port Configuration
System
SHTE
gm Mirror Sessions: New:
eCcurty
Ea Pott Source: 1/19 Both Destination: 1/2 Source Unit"E
i i Port Information Source Port I vl
Trunk Information <<Add T P =l
Port Configuration EEiiEE | ype I
Trunk Configuration Target it |1 'l
EEMC]kPMembershlp Target Port I 1 j
Eroadeast Control
Mirror Port Configuration
Eate Litut

Port Statistics

8. Conclusion

The Enterasys V2H124-24P Power Switch can successfully be used to power Avaya IP
Telephones and Wireless LAN Access Points.
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